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What are Connected and 
Autonomous Vehicles (CAVs)?
Connected and autonomous vehicles (CAVs) con-
stitute a radical change to our everyday travel. CAVs 
combine a series of technologies – GPS navigation, 
advanced vehicle-sensors, telematics, wireless com-
munication, and automated computing – to remove 
the possibility of human error while driving and to 
improve road safety. CAVs operate within a broader 
network of highway and road communication tech-
nologies, a process referred to as vehicle to infra-
structure communication (V2I). Highway commu-
nication and monitoring technology encompasses a 
plethora of devices: automated license plate readers 
(ALPR), Bluetooth detection systems, Flock safety 
cameras, electronic tolling, and other technologies.1  

Whether they are safe overall, or safer relative to 
the average human driver, is beyond Restore the 
Fourth’s remit. But we know privacy, and this brief 
assesses the privacy and Fourth Amendment impli-
cations of broader adoption of CAVs.

In a recent Hearing on Equity in Transportation 
Safety Enforcement of the U.S. House Highways 
and Transit Subcommittee, representatives stated 
that far too often individuals are stopped for rea-
sons other than traffic safety violations, and that 
ensuring safety on our roadways means not only 
protecting people from dangerous drivers but pro-
tecting people from enforcement abuses.2 

CAVs and roadway monitoring systems have pro-
liferated as a result of their promise to improve a 
variety of problems on the road, including traffic, 
speeding, accidents, pollution and toll collection. 
But these purported benefits obscure the value of 
such systems to police, in creating a real-time flood 
of data on vehicles’ movements. By doing so, these 
systems pose a grave risk to the Fourth Amendment, 
which should require police to get a warrant to 
obtain the pattern of people’s movements through 
public space. It’s no wonder that these systems are 
unpopular: A study conducted by the American 
Automobile Association (AAA) found that 72% of 
Americans expressed fear or hesitancy toward CAV 
use.3  

CAVs collect massive troves of data to function: driv-
er biometric and health data from a steering wheel 
heart rate monitor or health devices synced through 
Bluetooth (such as fitness monitors); driver’s visual 
attention to the road as recorded by a dashboard 
sensor; data services accessed (phone use, con-
tacts, emails, website browsing and application use 
histories, radio station consumption); and vehicle 
location, speed, and occupancy. Current law also 
requires in all new vehicles by 2024, technological 
tracking of drivers’ sobriety and attentiveness.4 

DHS has poured millions into the Heedful Audio 
Alert System (HAAS), a cellular V2V app that alerts 
drivers to the presence of law enforcement and first 
responders. Sometimes called R2V, or a Responder 
to Vehicle Program, HAAS allows direct communi-
cation between law enforcement and vehicles.5 

CAVs and roadway surveillance technology consti-
tute a mass surveillance network that has the dys-
topian potential to track our daily lives, data point 
by data point. One car trip may not paint a detailed 
picture of one’s life, but the repeated tracking of 
a vehicle creates a mosaic of information that law 
enforcement can weaponize. If the data is already 
pro-actively collected, then it presents too much of 
a temptation to law enforcement to dip into it not 
only when someone is suspected of a violent crime, 
but also to track protesters, people seeking abortion 
care, and people fleeing government persecution. 
In short, they threaten our Fourth Amendment and 
First Amendment rights, in ways that venture capi-
talists may not really care much about.

The remainder of this brief presents privacy con-
cerns specific to CAVs and their manufacturers, 
outlines the current legal standing of vehicle sur-
veillance technology, and concludes with a series of 
policy and action recommendations created by our 
activists here at Restore the Fourth. 
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CAV Privacy Concerns
Vehicles are no longer just mechanical devices. 
CAVs possess hundreds to thousands of Electronic 
Control Units (ECU) that run code constantly to 
operate their communications and sensor technol-
ogies.6 Vehicles are exposed to all of the problems 
and dangers associated with stored data and com-
munications technology, including being hacked. 
A study conducted in 2010 tested to see if remote 
attack of CAVs was possible.7 They found that re-
mote exploitation of CAVs is not only possible, but 
highly likely given the broad range of attack surfac-
es available to a potential hacker. These surfaces 
include but are not limited to: Bluetooth, keyless 
remote entry, telematics connected to the internet, 
and VANET, as well as the abundance of vehicle 
sensors (cameras, lidar, radar, GPS, tire pressure 
measure sensors (TPMS), inertial measurement 
units (IMUS), and engine control sensors.8  Hack-
ers – or governments – could use these to seize your 
car’s data or, worse, your car’s controls.

Policy that ensures CAV data protection is almost 
nonexistent. As the Texas A&M Institute explains, 
in the United States, “There is no single compre-
hensive legislative framework for data privacy 
protection. There is also no single regulatory au-
thority. Most states have enacted some form of 
privacy legislation. However, there is no regulatory 
framework that specifically addresses connected 
car data.”9 The only regulatory efforts in CAV data 
protection currently are a set of industry guidelines 
and standards that are not legally binding. The 
loose and noncommittal nature of these guidelines 
means that automotive companies do not complete-
ly follow standards that protect user privacy.10 

According to a GAO report that found widespread 
privacy policy noncompliance, all of the ten largest 
companies that offer or use in-car location-based 
services had privacy policies that were lacking, un-
clear or illegible.11 Most disclosure agreements were 
too broad and unclear. Consent for data collection 
was there, but consumers could not opt out of data 
retention. All ten use different de-identification 
methods, with varying effectiveness. Nine share the 
vehicle data they collect with various third parties, 
but not including data brokers or marketers. As for 

the 13 largest companies that produce CAVs or offer 
CAV services, none of them were shown to substan-
tially demonstrate leading industry practices for 
privacy protection (transparency, focused data use, 
data security, data access and accuracy, individual 
control, and accountability).12  

Automated License Plate 
Readers (ALPRs) 
ALPRs illustrate the broad scope of data collection 
on our roads. ALPRs are small cameras that are 
mounted on road signs, stationary infrastructure, 
or on the back of police cars. These devices record 
images of passing vehicles non-stop to identify and 
track license plate information. Collected images 
are stored in a database along with GPS informa-
tion and timestamps. Tens of thousands of ALPRs 
exist in the U.S. In 2016 and 2017 alone, 2.5 billion 
license plates were scanned by 173 law enforcement 
agencies as well as private actors.13  

ALPRs are regularly used in biased and discrim-
inatory ways. NYPD used ALPRs to spy on those 
attending services at mosques across the country.14  
ALPRs are deployed to monitor political protest-
ers and activists, in blatant disregard for First and 
Fourth Amendment rights.15  Some police depart-
ments incorporate ALPR technology into Real Time 
Crime Centers (RTCCs),16  enabling ICE, CBP, and 
DHS to use them to pursue undocumented immi-
grants, sometimes contravening local ‘sanctuary 
city’ laws.17  In Los Angeles, ALPRs are part of Oper-
ation LASER, which warrantlessly collected data on 
anyone police encountered to make solving crimes 
easier in the future.18  Operation LASER prioritized 
quantity over accuracy, intensifying policing in 
already overpoliced communities.
 
Pictures taken by ALPRs often include more than 
just a license plate – vehicle occupants, the sur-
rounding area, and other vehicles nearby can be 
caught. This data is retained indefinitely and widely 
shared with private companies, other government 
agencies, and fusion centers.19  Private companies, 
like Rekor Systems Inc., develop sprawling net-
works of ALPR readers. They provide continual, re-
al-time access to the data their network collects and 
refines at little to no cost – that’s over 150 million 

https://www.usenix.org/conference/usenix-security-11/comprehensive-experimental-analyses-automotive-attack-surfaces
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https://www.autosec.org/pubs/cars-usenixsec2011.pdf
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https://www.gao.gov/assets/gao-14-81.pdf
https://www.gao.gov/assets/gao-14-81.pdf
https://www.gao.gov/assets/gao-14-81.pdf
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https://www.ap.org/ap-in-the-news/2012/with-cameras-informants-nypd-eyed-mosques
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https://www.aclu.org/files/assets/071613-aclu-alprreport-opt-v05.pdf
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plate reads per month.20 Rekor’s CEO claims, “This 
network exists to help law enforcement prevent and 
solve crimes through a shared resource.”21 Howev-
er, 99.5% of license plates scanned are not under 
suspicion of criminal activity, so data on a very large 
number of innocent motorists’ movements is being 
gathered for a very small return.22 

Auto-Hacking and Security 
Vulnerabilities 
There has been one corroborated instance of a pur-
poseful and malicious remote attack on vehicles. In 
2010, a former Texas Auto-Center employee remote-
ly disabled 100 vehicles via internet-connected sys-
tems linked to a delinquent car payment program.23  
Other reports detail thieves disabling lock-systems 
in parked vehicles however they required close 
proximity to the vehicle.24  

The vulnerability of CAVs to cyberattacks appears 
to be a theoretical situation with potentially disas-
trous consequences. Researchers have conducted 
numerous experiments that demonstrate modern 
vehicles with computing or internet capabilities are 
vulnerable to remote attack and surveillance. For 
example, a research team was able to send com-
mands through a vehicle’s infotainment system to 
control dashboard functions, steering, brakes, and 
transmission all from a remote laptop.25  They found 
up to 47,000 vehicles vulnerable to their remote 
control. Similarly, another researcher was able to 
gain access to 25 Tesla vehicles across the world.26  

In 2011, research teams from the University of Wash-
ington and University of California at San Diego 
demonstrated that they could wirelessly disable 
brakes and locks on a sedan through a myriad of at-
tack surfaces.27  In one study, it was shown that with 
possession of a Vehicle Identification Number (VIN) 
one could pull reams of personal information stored 
in a vehicle from telematics systems operated by 
SiriusXM.28 Over 10,000 different car models were 
vulnerable to this exploit, leaving highly personal 
information like email addresses, phone numbers, 
home addresses, IP addresses, phone activity, and 
regularly frequented public and private locations at 
risk. 

CAV security vulnerabilities led Senators Edward 
J. Markey (D-Massachusetts) and Richard Blumen-
thal (D-Connecticut) to introduce the Security and 
Privacy in Your Car Act of 2015, or the “SPY Car 
Act.”29  The bill purported to establish cybersecurity 
requirements for automotive manufacturers and to 
imbue the Federal Trade Commission (FTC) with 
the power to enforce stricter data privacy and use 
regulations.30 Although this bill did not pass, there 
are other legal frameworks concerned with CAV 
cybersecurity. The United Nations Economic Com-
mission for Europe (UNECE) established cyberse-
curity performance and audit requirements as of 
2020, which currently apply to 54 countries, includ-
ing the U.S.31   

While these legal protections are important, pro-
tecting CAV users from the theoretical dangers of 
remote hackers seems misguided given previous 
government efforts to obtain private data from 
vehicles through similar means. Immigration and 
Customs Enforcement (ICE) and Customs and 
Border Protection (CBP), both agencies under DHS 
purview, purchase “vehicle forensics” technology 
sold by Swedish data extraction firm MSAB and 
manufactured by Berla, a U.S. company.32  ICE and 
CBP have spent close to one million dollars in a sin-
gle month on vehicle spying tools.33  For border en-
forcement agencies like ICE and CBP, the granular 
location data collected by modern vehicles provides 
a quick, cost-effective, and more direct method to 
track and apprehend a suspect than a warrant-
ed search. These extraction tools circumvent the 
Fourth Amendment’s protection against unreason-
able searches. ICE and CBP also rely on the fact that 
their data extraction operations happen without the 
user knowing, like a remote hacker looking to ob-
tain private information. Intelligence agency capa-
bility in this area may by now be widespread, if hard 
to prove; in 2013, former U.S. National Coordinator 
for Security, Infrastructure Protection, and Count-
er-terrorism Richard A. Clarke, acknowledged that, 
“There is reason to believe that intelligence agencies 
for major powers—including the United States—
know how to remotely seize control of a car.”34  

While the threat of remote hackers remains largely 
hypothetical, the specter of data-hungry govern-
ment agencies spying on motor vehicle operators is 
a present and dangerous reality. 

https://www.traffictechnologytoday.com/news/machine-vision-alpr/rekor-launches-public-safety-network-of-alpr-data-for-law-enforcement-agencies.html
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https://12ft.io/proxy?q=https%3A%2F%2Fwww.wired.com%2F2015%2F07%2Fhackers-remotely-kill-jeep-highway%2F
https://medium.com/@david_colombo/how-i-got-access-to-25-teslas-around-the-world-by-accident-and-curiosity-8b9ef040a028
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https://www.markey.senate.gov/imo/media/doc/SPY%20Car%20legislation.pdf
https://www.markey.senate.gov/imo/media/doc/SPY%20Car%20legislation.pdf
https://www.markey.senate.gov/imo/media/doc/SPY%20Car%20legislation.pdf
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https://www.forbes.com/sites/thomasbrewster/2022/12/01/10000-cars-can-be-data-raided-by-police-ice-cbp-love-it/?sh=25f1cd69d807
https://www.huffpost.com/entry/michael-hastings-car-hacked_n_3492339
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Vehicular Surveillance and 
Fourth Amendment Law
CAVs present new challenges to existing Fourth 
Amendment protections for motorists and raise 
complicated legal questions: 

•How does the large amount of personal data col-
lected by CAVs affect the ‘automobile exception’ to 
the Fourth Amendment? 

•How applicable are Court rulings governing cell-
phone privacy protections to cars, when we con-
sider that CAVs often connect to smartphones and 
store their data? 

•Should law enforcement officers need a warrant to 
search a CAV, or can previous vehicular exceptions 
to the warrant requirement be applied to this new 
technology? 

•How does the Fourth Amendment protect the 
privacy interests implicated by CAVs? 

The Court has not decided on a case involving a 
CAV. The legal history of the Fourth Amendment 
has treated automobiles distinctly from other pro-
tected properties like houses.35  A series of Court 
rulings, dating back to Carroll v. United States 
(1925), established that a law enforcement officer 
only needs a reasonable, individualized suspicion 
to stop vehicles, and probable cause can be estab-
lished during the stop to justify a search in lieu of a 
warrant.36  This precedent, referred to as the “auto-
mobile exception,” has paved the way for warrant-
less surveillance of vehicles and motorists.

Despite the weaker Fourth Amendment protections 
afforded to motorists, the sheer amount of personal 
and private data CAVs collect necessitates a recon-
sideration of precedent.37  Indeed, that process has 
already begun. Three recent Supreme Court rulings 
demonstrate that CAVs should be afforded stronger 
Fourth Amendment protections: Riley v. California, 
U. S. v. Jones, and Carpenter v. United States. Riley 
v California established that cell phones are not 
subject to the search incident to arrest exception 
or closed container designation; an officer needs a 

warrant to conduct a search of a cell phone’s con-
tents, even if it is seized in a vehicle pursuant to 
arrest.38  Since CAVs both store cellphone data and 
collect similar data, Riley v. California should gov-
ern the Court’s decision in any future case involving 
CAVs. 

United States v. Jones (2012) dealt with the question 
of whether a tracking device physically attached 
to a vehicle by a law enforcement officer to mon-
itor its movements on public streets constitutes a 
Fourth Amendment violation.39  The Court held 
that Jones’s Fourth Amendment rights were violat-
ed. The Court based their ruling on the fact that the 
officer violated the physical integrity of the vehi-
cle and did not base their decision on the privacy 
interests involved in GPS data. Nonetheless, the 
Court recognized that the “substantial quantum 
of intimate information” that vehicular GPS data 
provides alters “the relationship between citizen 
and government.” Jones implicitly recognizes that 
GPS data will need to be protected from discretion-
ary automobile policing, whether that tracking is 
physical or remote. 

The Court has consistently held that there is not a 
legitimate claim to privacy in information shared 
with third-parties, a principle referred to as the 
“third-party doctrine” of the Fourth Amendment.40  
However, the ubiquity of smartphones has brought 
this legal principle into question. In Carpenter v. 
United States (2018), the Court denied the state’s 
access to a wireless carrier’s cell-site location infor-
mation (CSLI).41  The majority reasoned that infor-
mation from unavoidable and expansive CSLI data 
collection deserves Fourth Amendment protections 
despite it being shared with a third-party. The 
same reasoning would apply to CAV data collec-
tion, which shares the same depth of collection as 
cellphones. Just as smartphone technology did, the 
widespread use of CAV technology is firm grounds 
to argue for the obsolescence of the third-party 
doctrine. 

https://scholarship.law.bu.edu/cgi/viewcontent.cgi?article=1791&context=faculty_scholarship
https://supreme.justia.com/cases/federal/us/267/132/
https://supreme.justia.com/cases/federal/us/267/132/
https://www.law.georgetown.edu/georgetown-law-journal/wp-content/uploads/sites/26/2019/10/noteHerbie-Fully-Downloaded-Data-Driven-Vehicles-and-the-Automobile-Exception_Barrett.pdf
https://www.law.georgetown.edu/georgetown-law-journal/wp-content/uploads/sites/26/2019/10/noteHerbie-Fully-Downloaded-Data-Driven-Vehicles-and-the-Automobile-Exception_Barrett.pdf
https://epic.org/documents/riley-v-california-2/
https://epic.org/documents/riley-v-california-2/
https://www.oyez.org/cases/2011/10-1259
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4050909
https://scholar.google.com/scholar_case?case=14655974745807704559&q=fourth+amendment+and+vehicle+data&hl=en&as_sdt=40006
https://scholar.google.com/scholar_case?case=14655974745807704559&q=fourth+amendment+and+vehicle+data&hl=en&as_sdt=40006
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What Does Restore the 
Fourth Recommend? 
To protect motorists’ Fourth Amendment rights, Re-
store the Fourth recommends the following actions:  

1. Automakers must give consumers the option 
to disable all data collection and sharing without 
denying them access to core automotive features 
like cruise control. 
2. Automakers must make every effort to 
collect only the data necessary for consumer and 
vehicle safety, repair, and popular consumer ser-
vices. Regulators should establish what constitutes 
“necessary data.”
3. Automakers must provide to all consumers a 
complete description of their privacy policy, writ-
ten clearly in plain English and other languages as 
appropriate, in the U.S. market. 
4. Owners of a vehicle must be informed that 
it is their responsibility to ensure that additional 
drivers are aware of the privacy policy.
5. Consumers should be given the opportunity 
opt out of sharing some types of data without losing 
access to all services. While some minimum data 
sharing is necessary for receiving “core” connected 
services—such as roadside assistance and crash 
response—consumers should be able to opt out of 
sharing other data and forego other services such as 
Wi-Fi and hands-free calling.
6. Automakers must make every effort to pro-
tect consumer data by limiting data access to certain 
company staff, using firewalls and encryption, and 
using penetration testing and code reviews. 
7. Automakers must conduct privacy risk 
assessments, which would involve determining the 
sensitivity of the collected data and the potential 
risks if the data were improperly lost, accessed, or 
disclosed. These risk assessments should also evalu-
ate third parties’ use of data collected from connect-
ed vehicles. 
8. Automakers should not be able to share con-
nected vehicle data unless they have the consumer’s 
explicit consent or have been issued a warrant for 
specific data. 
9. Consumers must have the opportunity to 
review their data for accuracy.
10. Consumer consent should be required for 
dealerships, independent mechanics, or automo-

bile insur¬ance companies to access vehicle data, 
and there should be limits on how long data can be 
retained.
11. Only de-identified data should be accessible 
for use in research, traffic control, or marketing.
12. Data shared for the purpose of roadside as-
sistance should be clearly defined by regulators, as 
should a limit on how long such data may be kept 
by the service provider.
13. Privacy practices must be communicated to 
all employees as well as to any third parties (e.g., 
telecommunications companies, telematics service 
providers, and content providers), and the latter 
must agree to the privacy practices in their contrac-
tual agreements.
14. Automakers must keep clear records of 
when, to whom, for how long and exactly what pur-
pose private data is shared.
15. Regulators must conduct regular audits of 
company privacy practices.
16. Automakers must be held legally responsi-
ble for data protection.
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